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** http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/ransomware-a-growing-menace.pdf
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34



v Symantec.

HRUHERARAEZTIEL XM REAPSHEEERETEH
Android.Lockdroid.G, Internet Explorer Fl P& E E @)% T #iR
4 Trojan.Ransomlock.G BLE Y Angler Exploit TEE >,
7£ Windows. Linux 3 Mac A EMNBRSEEEREI R
— MRS R4 — Browlock™, ELIREISIEBMN, RE
AMTUN RN TERSRERAF.

2014 6 B, E—FENREMXAINZEEF R Android.
Simplocker™ & W, ZRHFEYIUMKIBRERS, JFXRE 2014
7 BRI T FIEFHER (Android.Simplocker.B*), ZFiBARA R
7T FBI#AX B EM, 2014 4 10 BHIL T Android.Lockdroid.
E*( X% Porndroid ), ©EX{EAERMN FBI X WREFR,
BR, ZMEMESTARENEGRLHTHE, RAERRAS
MREE—FFE R, Android.Lockdroid t— 74 H 3T EV T Fh,
BIEERIIEE, Ao liBdEzEREE FRBIRERAL
EFNEEHTEREN, R TTHIXRBEE,

RGN EEFEEE FRBISEINEEMmIR RS A o] DUk TEL
TEERIRE, MTEKIRERE T KEXFIMEFE (NAS) B &
HE2E—NIIATFHEFR. Trojan.Synolocker™ ( X 4 Synolocker )
AT b7 BRI M BTN 5 1E %, AR BEERER
#9 DiskStation BIRE M H R LA AN MAYRIEREFE ZH9515)
PR, SARIMEBAE M, HFESXEX TR, bE, X
g &R TEWNER, UHH—3PHE, BRXNDRAIRER
AR T BRI BB R BT T T A B U

B4, BREMGATASILRERFIR? SRR TE

BhE2—MFUETMATY, BEM 100 ETE 500 £TA%E,
2014 F, BATER RIS AA ZEFH R UG E RO
AT ERREBNESRY, MERIILTURFBEMEAX

LR Z M,

EEREIFIEREDRRM D XNEN, FIURERETEE
KRR, 52013 F48Lt, BMNEBINBRRMGELERLE
FT 113%, A, HTXLEEMAETY, mEFHANER
BUDXBENRE, BBWAETNSHREEMEEERRAKR
WREHR, EARKREMTESHBLH.

DEPARTMENT OF JUSTICE
FEDERAL BUREAU OF INVESTIGATION

FBI HEADQUARTERS
WHASHINGTON DC DEPARTMENT, USA

AS ARESULT OF FULL SCANNING OF YOUR DEVICE, SOME
SUSPICIOUS FILES MAVE BEEN FOUND AND YOUR ATTENDANCE
OF THE FORBIDDEN PORNOGRAPHIC SITES HAS BEEN FIXED, FOR
THIS REASON YOUR DEVICE HAS BEEN LOCKED

INFORMATION ON YOUR LOCATION AND SNAPHOTS CONTAINING
YOUR FACE HAVE BEEN UPLOADED ON THE FBI CYBER CRIME
DEPARTMENT'S DATACENTER

FIRST OF ALL, FAMILIARISE WITH THE POSITIONS STATED
SECTION “THE LEGAL BASIS OF VIOLATIO! )
THESE POSITIONS YOUR ACTIONS BEAR CRIMINAL CHARACTER

T. THE PENALTY AS A BA

U WHICH YOU ARE OBLIGED TO

siz€ oF THE PenaLTY 1s $500,00

ATTENTION! DISCONNECTION OR DISPOSAL OF THE DEVICE OR
YOUR ATTEMPTS TO UNLOCK THE DE
BE APPREHENDED AS UNAPPROVED A

OF THE LAW OF THE UNIT

ON 1509 - OBSTRUCTION

0 - 0BSTRUCTION OF CRIM

E AND IN CASE OF PENALTY NON
CURRENT OF THAEE CALENDAR DAYS FROM THE DATE OF THIS

B x. “Porndroid” & &2 XK 1R

e
WER)
,

LT repenn mmens o vesaunow

—_—
ALL INFORMATION LISTED BELOW SUCCESSFULLY UPLOADED ON
THE FBI CYBER CRIME DEPARTMENT'S DATACENTER

IN THE CASE OF NON-PAYMENT OF THE PENALTY WITHIN THE
SPECIFIED PERIOD, YOUR PERSONALTY WiLL BE (DENTIFIED
BASED ON THE AVAILABLE DATA OBTAINED FROM YOUR DEVICE
IN ACCORDANCE WITH THE LAWS OF THE UNITED STATES OF
AMERICA YOUR RELATIVES AND CLOSE ASSOCIATES WILL BE
INFORMED BY THE AUTHORIZED FBI AGENTS.

=y i a
IMEL 000000000000000
PHONE: 15555215554
MODEL. UNKNOWN SDK
NETWORK: ANDROID

*% http://www.symantec.com/security_response/writeup.jsp?docid=2011-051715-1513-99
*! http://www.symantec.com/connect/blogs/massive-malvertising-campaign-leads-browser-locking-ransomware
*? http://www.symantec.com/security_response/writeup.jsp?docid=2014-060610-5533-99
** http://www.symantec.com/security_response/writeup.jsp?docid=2014-072317-1950-99
** http://www.symantec.com/security_response/writeup.jsp?docid=2014-103005-2209-99
** http://www.symantec.com/security_response/writeup.jsp?docid=2014-080708-1950-99
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*® http://www.symantec.com/content/en/us/enterprise/media/security_response/whitepapers/waterbug-attack-group.pdf
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*% http://www.symantec.com/connect/blogs/regin-top-tier-espionage-tool-enables-stealthy-surveillance

*% http://www.symantec.com/en/uk/outbreak/?id=regin

081 http://www.symantec.com/connect/blogs/turla-spying-tool-targets-governments-and-diplomats
2 http://www.symantec.com/connect/blogs/equation-advanced-cyberespionage-group-has-all-tricks-book-and-more
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® http://www.symantec.com/connect/blogs/dragonfly-western-energy-companies-

under-sabotage-threat
° http://en.wikipedia.org/wiki/OLE_for_Process_Control
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°° http://www.symantec.com/connect/blogs/emerging-threat-ms-ie-10-zero-day-cve-2014-

0322-use-after-free-remote-code-execution-vulnerabi

° http://www.symantec.com/connect/blogs/zero-day-internet-vulnerability-let-loose-wild
" http://www.symantec.com/connect/blogs/sandworm-windows-zero-day-vulnerability-

being-actively-exploited-targeted-attacks

% http://www.symantec.com/connect/blogs/how-elderwood-platform-fueling-2014-s-zero-
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" Gamification from Efrain Ortiz interview
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" Efrain Ortiz
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v Symantec.

Symantec Corporation ( Z9Hfik5z: SYMC ) 2EERIPTUIHINESR, HEHNA. DA
BUSRE R Rt B B IR B R AT REIIE ., F|IIETMIL T 1982 F 4 B, EA—RG
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ZRE—ANTE. ENMTRAMRRITR. 2S#F 20,000 ZHRT, 277 50
ZAMER. 99% B E 500 52 ATBRIHRTHNRE A, £ 2013 WBER, FiIHRT
BIEI H 69 1ZETT,

BETHMELIFE, 1B150) www.symantec.com
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o ZE[IEHE: http://www.symantec.com/
o ( BB EIMRS ) MEI I IBR AR http://www.symantec.com/threatreport/

o BT R NN 0 http://www.symantec.com/security_response/
o B2 &R . http://us.norton.com/security_response/threatexplorer/

o BTN ZEILFRFEEL: http://us.norton.com/cybercrimeindex/
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